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Der C-Standard
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C: Meilensteine

Geschichte des Standards

» 1978: Kernighan & Ritchie: The C Programming Language

> 1980: zunehmende Verbreitung, neue Architekturen (80x86), neue
Dialekte

» 1983: Griindung C Arbeitsgruppe (ANSI)

> 1989 (Dez): Verabschiedung des Standards

> 1990: ISO iibernimmt Standard (kleine Anderungen)

> 1999: Erste Uberarbeitung des Standards (I1SO IEC 9899: 1999)

» 2011: Zweite Uberarbeitung des Standards (ISO 1EC 9899: 2011)
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» 1965- 69: BCPL, B; Unix, PDP-7, PDP-11
» 1972: Early C; Unix
» 1976-79: K& R C
» 1983-89: ANSI C
» 1990-:1SO C
> 1985: C++
321
Nomenklatur
> “Implementation”: Compiler und Laufzeitumgebung
» “Implementation-defined”: Unspezifiziert, Compiler bestimmt,
dokumentiert
> Bsp: MSB bei signed shift right
» “Unspecified”: Verhalten mehrdeutig (aber definiert)
> Bsp: Reihenfolge der Auswertung der Argumente einer Funktion
» “Undefined": Undefiniertes Verhalten
> Bsp: Integer overflow
» “Constraint”: Einschrankung (syntaktisch/semantisch) der Giltigkeit
» Mehr: §3, “Terms, Definitions, Symbols”
5 [21]

Gliederung

» §3: Terms, Definitions, Symbols 4S.

» §4: Conformance 3S.

> §5: Environment 20 S.
» Ubersetzungsumgebung, Laufzeitumgebung

> §6: Language 165 S.

» Die Sprache — Lexikalik, Syntax, Semantik
» Praprozessor

» Future language directions

» §7: Library 238 S.
> Anhénge
» Language syntax summary; Library summary; Sequence Points; Identifiers;
Implementation limits; Arithmetic; Warnings; Portability 112 S.
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Eine Sprachkritik

» Philosophie: The Programmer is always right.
» Wenig Laufzeitprifungen
» Kiirze vor Klarheit
> Geschwindigkeit ist (fast) alles

» Schlechte Sprachfeatures:

> Fall-through bei switch, String concatenation, Sichtbarkeit

» Verwirrende Sprachfeatures:

» Uberladene und mehrfach benutzte Symbole (*, ()), Operatorprizedenzen

17 Bedeutungen.
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Varianten von C

> “K&R":urspriingliche Version

> Keine Funktionsprototypen

f(x. y)
int x, y;

{

return x+ y;

}

» ANSI-C: erste standardisierte Version

» Funktionsprototypen, weniger Typkonversionen

» (€99, C+11: konservative Erweiterungen
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Typen und Deklarationen

921

Verschiedene Typen im Standard

> Object types, incomplete types, function types (§6.2.5)

» Basic types: standard/extended signed/unsigned integer types, floating
types (§6.2.5)

» Derived types: structure, union, array, function types

> Qualified Type (§6.2.5)
» float const * qualified (qualified pointer to type)

> const float * not qualified (pointer to qualified type)
» Compatible Types (§6.2.7)

> Assignable Types (§6.5.16, §6.5.2.2)
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Namensrdaume in C

» Labels;

v

tags fir Strukturen, Aufzihlungen, Unionen;

v

Felder von Strukturen (je eines pro Struktur/Union);

v

Alles andere: Funktionen, Variablen, Typen, ...
> Legal: struct foo {int foo; } foo;

» Was ist sizeof (foo);?

11 [21]

Deklarationen in C

» Sprachphilosophie: Declaration resembles use

» Deklarationen:

> declarator — was deklariert wird

> declaration — wie es deklariert wird
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Der declarator

Anzahl Name Syntax

Kein oder mehr  pointer *

type-qualifier *
Ein direct-declarator  identifier
identifier [expression]
identifier (parameter-type-list)
= expression

Héchstens ein initializer
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Die declaration

Restriktionen

Illegal:

» Funktion gibt Funktion zuriick: foo () ()
» Funktion gibt Feld zuriick: foo () []

» Felder von Funktionen: foo[]()
Aber erlaubt:
» Funktion gibt Zeiger auf Funktion zuriick: int (* fun)) ();

» Funktion gibt Zeiger auf Feld zuriick: int (*foo()) [1;

» Felder von Zeigern auf Funktionen: int (xfoo[1) ();
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Anzahl Name Syntax

Ein oder mehr type-specifier ~void, char, short, int, long,
double, float, signed, unsigned,
struct-or-union-spec, enum-spec,
typedef-name

Beliebig storage-class  extern, static, register,
auto, typedef

Beliebig type-qualifier ~ const, volatile

Genau ein declarator s.0.

Beliebig declarator-list , declarator

Genau ein ;
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Strukturen

> Syntax: struct identifiergp, { struct-declaration™ }
» Einzelne Felder (struct-declaration):
> Beliebig viele type-specifier oder type-qualifier, dann
» declarator, oder
> declaratorQpy : expression
» Strukturen sind first-class objects

> Koénnen zugewiesen und (ibergeben werden.

> union: syntaktisch wie struct (andere Semantik!)

16 [21]




Prazendenzen fiir Deklarationen

A Name zuerst (von links gelesen)
B In abnehmender Rangfolge:
B.1 Klammern
B.2  Postfix-Operatoren:
() fiar Funktion
[1 fiir Felder
B.3  Prafix-Operator:
* flr Zeiger-auf
C type-qualifier beziehen sich auf type-specifier rechts daneben
(wenn vorhanden), ansonsten auf den Zeiger * links davor
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Beispiele

> charx const *(xnext)();

v

char x(xc[10])(iint ** p);

» void (xsignal (int sig, void (xfunc)(int)) )(int); Lesbarer als

typedef void (xsighandler_t)(int);

sighandler_t signal(int signum, sighandler_t handle

18 [21]

Typdefinitionen mit typedef

> typedef definiert Typsynonyme
> typedef andert eine Deklaration von
> x ist eine Variable vom Typ T zu
> x ist ein Typsynonym fiir T
» Braucht nicht am Anfang zu stehen (aber empfohlen)
» Natzliche Tipps:

> Kein typedef fir structs
> typedef fir lesbarere Typen

> typedef fir Portabilitit (e.g. uint32_t in <stdint.h>)

19 [21]

Zusammenfassung

» Typen in C: Object, incomplete, function; qualified; compatible
» Deklarationen in C:
» declarator, declaration

» Prazendenzregeln: Postfix vor Prafix, rechts nach links

20 [21]

Nachste Woche

» Programmauswertung (“dynamische” Semantik)

» Wie wird folgendes Programm nach dem Standard ausgewertet:

int x;

int a[10];
int xy;
x= 0;

x= x+1;
y= &x;
xy= 5;

x= a[3];
y= &a[3];

xy= 5;

21 [21]




Verifikation von C-Programmen

Vorlesung 2 vom 30.10.2014: Der C-Standard: Typkonversionen
und Programmausfiihrung

Christoph Liith
Universitat Bremen

Wintersemester 2014/15

Fahrplan heute

> Typkonversionen (Typwechsel ohne Anmeldung)
» Felder vs. Zeiger — Das C-Speichermodell
> Zeiger in C:

» Dynamische Datenstrukturen

> Arrays

> Funktionen héherer Ordnung

Rev. —revision— 1[1] 2[1]
Verschiedene Typen im Standard Typkonversionen in C
» Object types, incomplete types, function types (§6.2.5) > Integer promotion (§6.3.1.1):
» Basic types: standard/extended signed/unsigned integer types, floating » char, enum, unsigned char, short, unsigned short, bitfield
types (§6.2.5)
» Derived types: structure, union, array, function types > float promoted to double
> Qualified Type (§6.2.5) » T [] promoted to T *
> float const * qualified (qualified pointer to type) » Usual arithmetic conversions (§6.3.1.8)
> const float * not qualified (pointer to qualified type) » Konversion von Funktionsargumenten:
> Compatible Types (§6.2.7) » Nur bei K&R-artigen Deklarationen, nicht bei Prototypen!
» Assignable Types (§6.5.16, §6.5.2.2) » Moral: Stil bei Prototyp und Definition nicht mischen!
31 401
Zeiger und Felder Wann sind Felder Zeiger?
> Wann kann ein Array in ein Zeiger konvertiert werden?
> Zeiger sind Adressen
int x; Externe Deklaration: extern char a[] | Keine Konversion
» Feld: reserviert Speicherbereich fir n Objekte: Definition: char a [10] Keine Konversion
int 1 ;
int y[100]; Funktionsparameter: £ (char a[]) Konversion méglich
> Index beginnt immer mit 0 In einem Ausdruck: x= a[3] Konversion moglich
> Mehrdimensionale Felder ... maglich » Wenn Konversion moglich, dann durch Semantik erzwungen
> Aber: x £ y » Tiickisch: Externe Deklaration vs. Definition
> GroBe: sizeof
51 6 (1]
Mehrdimensionale Felder Mehrdimensionale Felder als Funktionsparameter
» Deklaration: int foo[2] [3][5]; > Regel 3 gilt nicht rekursiv:
» Array of Arrays ist Array of Pointers, nicht Pointer to Pointer
» Benutzung: fool[il [j][k];
» Mogliches Matching:
» Stored in Row major order (Letzter Index variiert am schnellsten)
(§6.5.2.1) Parameter Argument
» Kompatible Typen: char (*c)[10]; char c[8][10]; char (*c)[10];
> int (x p)[3]1[5] = foo; char *x*c; char *c[10]; char *x*c;
» int (*r)[5]= foolll; char c[]J[10]; char c[8][10]; char (*c)[10];
> int *t = foo[1][2]; » f£(int x[1[]1); nicht erlaubt
> int u = fool[1][2][3];
81
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Mehrdimensionale Felder als Funktionsparameter

> Regel 3 gilt nicht rekursiv:

> Array of Arrays ist Array of Pointers, nicht Pointer to Pointer

» Mogliches Matching:

Parameter Argument

char (*c)[10]; char c[8][10]; char (*c)[10];
char *x*c; char *c[10]; char *xc;

char c[][10]; char c[8][10]; char (*c)[10];

» f(int x[]1[]); nicht erlaubt (§6.7.5.2)

» NB. Warum ist int main(int argc, char *argv([]) erlaubt?

Programmausfiihrung (§5.1.2.3)

» Standard definiert abstrakte Semantik
» Implementation darf optimieren

Seiteneffekte:

v

> Zugriff auf volatile Objekte;
> Veranderung von Objekten;
» Veranderung von Dateien;

» Funktionsaufruf mit Seiteneffekten.

v

Reihenfolge der Seiteneffekte nicht festgelegt!

> Sequenzpunkten (Annex C) sequentialisieren Seiteneffekte.

8 [1] 9[1]
Semantik: Statements Semantik: Speichermodell
> Der Speicher besteht aus Objekten
» lvalue §6.3.2.1: Expression with object type or incomplete type other
than void
> lvalues sind Referenzen, keine Adressen
» Full statement, Block §6.8 » Werden ausgelesen, auBer
> als Operand von &, ++,-, sizeof
> als Linker Operand von . und Zuweisung
> [Ivalue (has) array tyoe
> lIteration §6.8.5 (has) array ty.
> Woher kommen lvalues?
» Deklarationen
> Indirektion (*)
> malloc
> Adressen:
» Adressoperator (&)
> Zeigerarithmetik (§6.5.6)
10 [1] 1
Ausdriicke (in Ausziigen) Funktionsaufrufe §6.5.2.2
» Einfache Bezeichner: Ivalue » Implizite Konversionen:
> Bezeichner von Array-Typ: Zeiger auf das erste Element des Feldes » Nur wenn kein Prototyp
(§6.3.2.1)
> Integer Promotions, float to double
> Felder: 6.5.2.1
> Argumente werden ausgewertet, und den Parametern zugewiesen
> al[il] definiert als *((a)+(i))
o ra NNl . > Funktionsparameter sind wie lokale Variablen mit wechselnder
> Damit: a[i]=+((a)+(1))=+((1)+(a))=i[a] Initialisierung
> Zuweisung: 6.5.16
& » Reihenfolge der Auswertung von Funktionausdruck und Argumenten
» Reihenfolge der Auswerung nicht spezifiziert! nicht spezifiziert, aber Sequenzpunkt vor Aufruf.
12 [1] 13[1]

Zusammenfassung

» Typkonversionen in C: meist klar, manchmal iberraschend
» Auswertung durch eine abstrakte Maschine definiert
» Speichermodell:

> Speicher besteht aus Objekten

> Durch char addressiert (byte)

> Referenzen auf Objekte: /value

14 [1]




Verifikation von C-Programmen
Universitat Bremen, WS 2014/15

Lecture 03 (06.11.2014)

Was ist eigentlich Verifikation?

Christoph Luth

Synopsis

» If you want to write safety-criticial software,
then you need to adhere to state-of-the-art practise
as encoded by the relevant norms & standards.
» Today:
What is safety and security?
Why do we need it? Legal background.
How is it ensured? Norms and standards

IEC 61508 - Functional safety

IEC 15408 - Common criteria (security)

The Relevant Question

» If something goes wrong:
Whose fault is it?
Who pays for it?

» That is why most (if not all) of these standards put a lot
of emphasis on process and traceability. Who decided to
do what, why, and how?

» The bad news:

As a qualified professional, you may become personally
liable if you deliberately and intentionally (grob
vorsdtzlich) disregard the state of the art.

» The good news:
Pay attention here and you will be sorted.

Safety: norms & standards

What is Safety?

» Absolute definition:

.Safety is freedom from accidents or losses.”

Nancy Leveson, ,Safeware: System safety and computers”
» But is there such a thing as absolute safety?
» Technical definition:
,Sicherheit: Freiheit von unvertretbaren Risiken”
IEC 61508-4:2001, 83.1.8

» Next week: a safety-critical development process

Some Terminology
» Fail-safe vs. Fail operational

» Safety-critical, safety-relevant (sicherheitskritisch)
General term -- failure may lead to risk

» Safety function (Sicherheitsfunktion)
Techncal term, that functionality which ensures safety

» Safety-related (sicherheitsgerichtet, sicherheitsbezogen)
Technical term, directly related to the safety function

Legal Grounds

» The machinery directive:

The Directive 2006/42/EC of the European Parliament and of the
Council of 17 May 2006 on machinery, and amending Directive
95/16/EC (recast)

» Scope:

Machineries (with a drive system and movable parts).
» Structure:

Sequence of whereas clauses (explanatory)

followed by 29 articles (main body)

and 12 subsequent annexes (detailed information about
particular fields, e.g. health & safety)

» Some application areas have their own regulations:
Cars and motorcycles, railways, planes, nuclear plants ...

What does that mean?

» Relevant for all machinery (from tin-opener to AGV)
» Annex IV lists machinery where safety is a concern
» Standards encode current best practice.

Harmonised standard available?
» External certification or self-certification

Certification ensures and documents conformity to
standard.

» Result: c €

» Note that the scope of the directive is market
harmonisation, not safety - that is more or less a
byproduct.




The Norms and Standards Landscape

« First-tier standards (A-Normen):
General, widely applicable, no specific area of application
Example: IEC 61508
= Second-tier standards (B-Normen):
- Restriction to a particular area of application
Example: ISO 26262 (IEC 61508 for automotive)
» Third-tier standards (C-Normen):
- Specific pieces of equipment
Example: IEC 61496-3 (“Beriihrungslos wirkende
Schutzeinrichtungen”)
+ Always use most specific norm.

Norms for the Working Programmer

» IEC61508:

“Functional Safety of Electrical/Electronic/Programmable Electronic Safety-
related Systems (E/E/PE, or E/E/PES)”

= Widely applicable, general, considered hard to understand
» 1SO 26262
Specialisation of 61508 to cars (automotive industry)
» DIN EN 50128
Specialisation of 61508 to software for railway industry
» RTCADO 178-B:
= “Software Considerations in Airborne Systems and Equipment Certification"
Airplanes, NASA/ESA
» 1SO 15408:
“Common Criteria for Information Technology Security Evaluation”
Security, evolved from TCSEC (US), ITSEC (EU), CTCPEC (Canada)

Software Development Models

Software Development Models

2 Prototype-based Agile
3 developments Methods
=
o
w
Spiral model
V-model
Waterfall
model Model-driven
developement

Structure

from S. Paulus: Sichere Softwarel

Waterfall Model (Royce 1970)

» Classical top-down sequential workflow with strictly
separated phases.

Requirement
Design
Implementation
Verification
Maintenance

» Unpractical as actual workflow (no feedback between
phases), but even early papers did not really suggest
this.

Spiral Model (B6hm, 1986)

» Incremental development guided by risk factors
» Four phases: —
= Determine objectives e /o i
= Analyse risks
= Development and test
= Review, plan next iteration ...
»Seee.g.
= Rational Unified Process (F
» Drawbacks: et
= Risk identification is the key, and can be quite difficult

Agile Methods

» Prototype-driven development
= E.g. Rapid Application Development
= Development as a sequence of prototypes
= Ever-changing safety and security requirements

» Agile programming
= E.g. Scrum, extreme programming
= Development guided by functional requirements
= Less support for non-functional requirements

» Test-driven development

= Tests as executable specifications: write tests first
= Often used together with the other two

Model-Driven Development (MDD, MDE)

» Describe problems on abstract level using a modelling
language (often a domain-specific language), and derive
implementation by model transformation or run-time
interpretation.

» Often used with UML (or its DSLs, eg. SysML)
[ cm ] pm |—>] psm |—>{ code |

» Variety of tools:
= Rational tool chain, Enterprise Architect
= EMF (Eclipse Modelling Framework)
» Strictly sequential development
» Drawbacks: high initial investment, limited flexibility




Development Models for Critical Systems

» Ensuring safety/security needs structure.

= ..but too much structure makes developments
bureaucratic, which is in itself a safety risk.

= Cautionary tale: Ariane-5

» Standards put emphasis on process.
= Everything needs to be planned and documented.

» Best suited development models are variations of the V-
model or spiral model.

Development Model in IEC 61508

» [EC 61508 prescribes certain activities for each phase of
the life cycle.

» Development is one part of the life cycle.

» |IEC recommends V-model.
(e o 2

Validation

Verification
&
Validation

V&YV

» Verification
= Making sure the system satisfies safety requirements
= s the system built right (i.e. correctly)?”

» Validation
= Making sure the requirements are correct and adequate.
= ,Do we build the right (i.e. adequate) system?"

Development Model in DO-178B

» DO-178B defines different processes in the SW life cycle:
= Planning process
= Development process, structured in turn into
» Requirements process
» Design process
» Coding process
» Integration process
= Integral process

» There is no conspicuous diagram, but these are the
phases found in the V-model as well.

= Implicit recommendation.

Artefacts in the Development Process

Planning:

« Document plan Possible formats:
* V&Vplan * Word documents
* QMplan « Excel sheets

« Test plan « Wiki text

Project manual Database (Doors)

Specifications:
« Safety requirement spec.
« System specification
 Detail specification
« User document (safet

reference manu(al) Y : g};ﬁ?;rz:;sggms
Implementation: + Source code
+ Code
Verification & validation:
« Code review protocols

« Tests and test scripts
« Proofs

* UML diagrams

« Formal languages:
* Z,HOL, etc.

Documents must be identified and

reconstructable.

+ Revision control and configuration
management obligatory.

Introducing IEC 61508

Introducing IEC 61508

» Part 1: Functional safety management, competence,
establishing SIL targets

» Part 2: Organising and managing the life cycle

» Part 3: Software requirements

» Part 4: Definitions and abbreviations

» Part 5: Examples of methods for the determination of
safety-integrity levels

» Part 6: Guidelines for the application

» Part 7: Overview of techniques and measures

How does this work?

1. Risk analysis determines the safety integrity level (SIL)
2. Ahazard analysis leads to safety requirement
specification.
3. Safety requirements must be satisfied
= Need to verify this is achieved.
= SIL determines amount of testing/proving etc.
4. Life-cycle needs to be managed and organised
= Planning: verification & validation plan
= Note: personnel needs to be qualified.
5. All of this needs to be independently assessed.
= SIL determines independence of assessment body.




Safety Integrity Levels

SIL High Demand

(more than once a year)

Low Demand
(onceayearorless)
109 < P/hr< 108

4 10 < Pfyr < 104
3 108 < P/hr < 107

2

1

104 < Plyr< 103
108 < Plyr < 102
102 < Plyr < 10!

107 < P/hr < 10%
10 < P/hr < 105

 P: Probabilty of dangerous failure (per hour/year)
« Examples:
= High demand: car brakes
= Low demand: airbag control
* Which SIL to choose? > Risk analysis
» Note: SIL only meaningful for specific safety functions.

Establishing target SIL |

» [EC 61508 does not describe standard procedure to
establish a SIL target, it allows for alternatives:

» Quantitative approach Maximum tolerable Individual risk
= Start with target risk level MESSREEIN {ESizannim)

= Factor in fatality and Elploves e
frequency Public 10°
Broadly acceptable 10%

(.Neglibile®)

» Example:
= Safety system for a chemical plant
= Max. tolerable risk exposure A=10%
= B=10?hazardous events lead to fatality
= Unprotected process fails C= 1/5 years
= Then Failure on Demand E = A/(B*C) = 5*103, so SIL 2

Establishing target SIL I

» Risk graph approach
Consequence Personnel Altematives Demand Rate
Severity Exposure ToAvold  Relatively High
Danger Low

Slight Injury ‘ Y o
i B
1 1] -
2 1 1
O -
3f3]z2
NR| 3|3
NR | NR [ NR

Safety Integrity Level (SIL)
- = Mo specisl safety features required
NR = Mot Recommended. Consider Ateratives

Example: safety braking system for an AGV

What does the SIL mean for the
development process?

» In general:
= ,Competent”personnel
= Independentassessment(,four eyes”)
» SILT:
= Basic quality assurance(e.g 1SO 9001)
» SIL2:
= Safety-directed quality assurance, more tests
» SIL3:
= Exhaustive testing, possibly formal methods
= Assessmentby separate department
» SIL 4:
= State-of-the-artpractices, formal methods
= Assessmentby separate organisation

Increasing SIL by redudancy

» One can achieve a higher SIL by combining
independent systems with lower SIL
(,Mehrkanalsysteme").

» Given two systems A, B with failure probabilities P,, Pg,
the chance for failure of both is (with P, probablity of
common-cause failures):

Ppp = Pec + PyPg

» Hence, combining two SIL 3 systems may give you a SIL 4
system.

» However, be aware of systematic errors (and note that
IEC 61508 considers all software errors to be
systematic).

» Note also that for fail-operational systems you need
three (not two) systems.

Planning

Realisation

Overallpianning
ral

Overall Over
aperation and satety

L maintenance [l vaiidation
planni

planning

Operation

The Software Development Process

» 61508 ,recommends” V-model development process
» Appx A, B give normative guidance on measures to apply:
= Error detection needs to be taken into account (e.g runtime
assertions, error detection codes, dynamic supervision of
data/control flow)
= Use of strongly typed programming languages (see table)
= Discouraged use of certain features: recursion(!), dynamic
memory, unrestricted pointers, unconditional jumps
= Certified tools and compilers must be used.
» Or “proveninuse’

Proven in Use

» As an alternative to systematic development, statistics
about usage may be employed. This is particularly
relevant

= for development tools (compilers, verification tools etc),
= and for re-used software (in particular, modules).

= Note that the previous use needs to be to the same
specification as intended use (eg. compiler: same target

platform).
1 12 ops 12yrs 24 ops 24 yrs
2 120 ops 120yrs 240 ops 240yrs
3 1200 ops 1200yrs 2400 ops 2400yrs
4 120000ps  12000yrs 240000ps 24000yrs




Table A.2, Software Architecture

Tabelle A.2 - Softwareentwurf und Softwareentwicklung:
Entwurf der Software-Architektur (siehe 7.4.3)

Verfahren/MaBnahme * siene | sit [ sz [ sws [ s
T Fenlererkennung Und Diagnose can g v W =
2 Fenisrerkennendo und Korigierende Codes | Ga7Z 5 T O m
32 Plausbitatskontolien (Faiire assertion ¢33 7 - B ..

programming)
[3b Externe Uberwachungseinrichtungen EX) o ¥ ¥ ¥
3 Dwersitare Programmierng C35 O v T I
30 Regenerationsbiocko Ca6 O + O T
35 Rockwartsiegenaration ©a7 v B T v
El ¢33 0 v v v
39 Regeneration durch Wiedeolung cas B v T o
[3h™ AuTzeichnung ausgefunrier Abschritie [S30) o ¥ - 3
[ Abgestute Funkionsenschvankungen car | W 3 [
5 Konstiche Intaligonz - Fehlerkorrakiur C3z [ o
6 ~Dynamische Rekoniguration CEEE) o
7a Stukurierte Methoden miz. 6. 05D, MAS- | C24 | =+ | ©+ |+ |+

COT, SADT und Yourdon
75 Semiformale Mathoden Tabele B7| + T N
7c Formale Welhoden 2. B. CCS, GSP. HOL, caa

LOTOS, OBJ, tomporite Logik, VOM und 2

o . + -+

Table A.4- Software Design &
Development

Tabelle A.4 — fund i
detaillierter Entwurf (siehe 7.4.5 and 7.4.6)
(Dies beinhaltet Softs f, Entwurf der und Codierung)
Verfahren/MaBnahme * siehe | SIL1 | si2 | SL3 | si4
Ta_Stwuklurierte Methoden wie z. 8. JSD, MAS- | C2.1 I - [ -
COT, SADT und Yourdon
b_Semi-formale Mathoden Tabelle B7]  + - r s
7G_Formale Methoden wie z. B. GCS, CSP, c24 o + - o
HOL, LOTOS, OB, temporare Logik, VDM
ung Z
2 Rechnergestuizte Entwurfswerkzeuge B35 + B s [
3 Defensive Programmierung C25 o T i -
¢ Modularisierung Tabelle B[ ++ o W -
5 Entwurts- und Codierungs-Fichtinien Tabelle B1|  + o - -
6 Stuklurierie Programmierung ca7 o o s o

Table A.9 - Software Verification

Tabelle A.9 - Software-Verifikation (siehe 7.9)

Table B.1 - Coding Guidelines

» Table C.1,

Tabelle B.1 - Entwurfs- und Codierungs-Richtlinien
(Verweisungen aus Tabelle A.4)

programming [ Vet o [ our [ o [ o [ ow |
languages, mentions: | T e

= ADA, Modula-2, o Gramiadhan Varblon E N e B BT T
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Table B.5 - Modelling Certification
» Certiciationis the process of showing conformance to a standard.
Tab_elle B.5 — Modellierung .
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Basic Notions of Formal
Software Development

Formal Software Development

» In formal development, properties are stated in a rigorous way with
a precise mathematical semantics.

» These formal specifications can be proven.
» Advantages:

= Errors can be found early in the developmentprocess, saving
time and effort and hence costs.
= Thereis a higher degree of trustin the system.
= Hence, standardsrecommend use of formal methods for high
SILs/EALs.
» Drawback:
= Requires qualified personnel (that would be you).
» There are tools which can help us by
= finding (simple) proofs for us, or
= checkingour (more complicated proofs).




Summary

» Norms and standards enforce the application of the
state-of-the-art when developing software which is
safety-critical or security-critical.

» Safety standards such as IEC 61508, DO-178B suggest
development according to V-model:

Verification and validation link specification and
implementation.

Variety of artefacts produced at each stage, which have to
be subjected to external review.
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Gliederung

§1 Background: The use of C and issues with it
§2 MISRA-C: The vision

§3 MISRA-C: Scope

§4 Using MISRA-C

§5 Introduction to the rules

§6 Rules

337]

Anwendung von MISRA-C (§4)

> §4.2: Training, Tool Selection, Style Guide
> §4.3: Adopting the subset

» Produce a compliance matrix which states how each rule is enforced
» Produce a deviation procedure

> Formalise the working practices within the quality management system

4[37]

MISRA Compliance Matrix

Rule No. | Compiler 1| Compiler 2 | Checking Tool 1 | Checking Tool 2 | Manual Review
1.1 warning 347
12 error 25
13 message 38

14 warning 97

1L Proc x.y

Table 1: Example compliance matrix

5 [37]

Die Regeln (§5)

» Classification of rules:

» Required (§5.1.1): “C code which is claimed to conform to this document
shall comply with every required rule”

> Advisory (§5.1.2):“should normally be followed”, but not mandatory.
"Does not mean that these items can be ignored, but that they should be
followed as far as is reasonably practical.”

» Organisation of rules (§5.4)
> Terminology (§5.5) — from C standard

> Scope(§5.6) : most can be checked for single translation unit

6 [37]

Environment

1.1 (req) All code shall conform to ISO 9899:1990 “Pro-
gramming languages — C”, amended and cor-
rected by ISO/IEC 9899/COR1:1995, ISO/IEC
9899/AMD1:1995, and I1SO/IEC 9899/COR2:1996 .

1.2 (req) No reliance shall be placed on undefined or unspecified 2
behaviour .

1.3 (req) Multiple compilers and/or languages shall only be 1
used if there is a common defined interface standard
for object code to which the languages/compilers/as-
semblers conform.

1.4 (req) The compiler/linker shall be checked to ensure that 1
31 character significance and case sensitivity are sup-
ported for external identifiers.

1.5 (adv) Floating-point implementations should comply with a 1
defined floating-point standard .

7[37]

Language extensions

2.1 (req) Assembly language shall be encapsulated and isolated. 1

2.2 (req) Source code shall only use /* ... */ style comments. 2

2.3 (req) The character sequence /* shall not be used within a 2
comment.

N

2.4 (adv) Sections of code should not be “commented out”.

8 [37]




Character sets

4.1 (req) Only those escape sequences that are defined in the 1
ISO C standard shall be used.

Documentation

3.1 (req) All usage of implementation-defined behaviour shall 3

be documented.

3.2 (req) The character set and the corresponding encoding 1

shall be documented

3.3 (adv) The implementation of integer division in the chosen 1

compiler should be determined, documented and ta-
ken into account.

3.4 (req) All uses of the #pragma directive shall be documen- 1

ted and explained.

3.5 (req) The implementation-defined behaviour and packing 1

of bitfields shall be documented if being relied upon.

3.6 (req) All libraries used in production code shall be written 1

to comply with the provisions of this document, and
shall have been subject to appropriate validation .
9[37]
Identifiers

5.1 (req) Identifiers (internal and external) shall not rely on the 1

significance of more than 31 characters.

5.2 (req) ldentifiers in an inner scope shall not use the same 1

name as an identifier in an outer scope, and therefore
hide that identifier.

5.3 (req) A typedef name shall be a unique identifier. 2

5.4 (req) A tag name shall be a unique identifier. 2

5.5 (adv) No object or function identifier with static storage 2

duration should be reused.

5.6 (adv) No identifier in one name space should have the same 2

spelling as an identifier in another name space, with
the exception of structure member and union member
names.

5.7 (adv) No identifier name should be reused. 2

11 [37]
Constants
7.1 (req) Octal constants (other than zero) and octal escape 2
sequences shall not be used.
13 [37]
Declarations and definitions (Il)
8.6 (req) Functions shall be declared at file scope. 1
8.7 (req) Objects shall be defined at block scope if they are 2
only accessed from within a single function.
8.8 (req) An external object or function shall be declared in one 2
and only one file.
8.9 (req) An identifier with external linkage shall have exactly 2
one external definition.

8.10 (req) All declarations and definitions of objects or functions 3
at file scope shall have internal linkage unless external
linkage is required.

8.11 (req) The static storage class specifier shall be used in defi- 3

nitions and declarations of objects and functions that
have internal linkage.

8.12 (req) When an array is declared with external linkage, its
size shall be stated explicitly or defined implicitly by
initialisation.

15 [37]

4.2 (req) Trigraphs shall not be used. 1
10 [37]
Types

6.1 (req) The plain char type shall be used only for storage and 2
use of character values.

6.2 (req) signed and unsigned char type shall be used only for 2
the storage and use of numeric values.

6.3 (adv) typedefs that indicate size and signedness should be 2
used in place of the basic numerical types.

6.4 (req) Bit fields shall only be defined to be of type unsigned 1
int or signed int.

6.5 (req) Bit fields of signed type shall be at least 2 bits long. 1

12 [37]
Declarations and definitions (1)

8.1 (req) Functions shall have prototype declarations and the 1
prototype shall be visible at both the function defini-
tion and call.

8.2 (req) Whenever an object or function is declared or defined, 1
its type shall be explicitly stated.

8.3 (req) For each function parameter the type given in the 2
declaration and definition shall be identical, and the
return types shall also be identical.

8.4 (req) If objects or functions are declared more than once 2
their types shall be compatible.

8.5 (req) There shall be no definitions of objects or functions 2
in a header file.

14 [37]
Initialisation

9.1 (req) All automatic variables shall have been assigned a va- 3
lue before being used.

9.2 (req) Braces shall be used to indicate and match the struc- 1
ture in the non-zero initialisation of arrays and struc-
tures.

9.3 (req) In an enumerator list, the “=" construct shall not be 1

used to explicitly initialise members other than the
first, unless all items are explicitly initialised.

16 [37]




Arithmetic type conversions (1)

10.1 (req) The value of an expression of integer type shall not
be implicitly converted to a different underlying type
if:

a) it is not a conversion to a wider integer
type of the same signedness, or

b) the expression is complex, or

c) the expression is not constant and is a
function argument, or

d) the expression is not constant and is a
return expression.

17 [37]

Arithmetic type conversions (Il)

Arithmetic type conversions (1)

10.3 (req) The value of a complex expression of integer type shall 2
only be cast to a type of the same signedness that is
no wider than the underlying type of the expression.

10.4 (req) The value of a complex expression of floating type 1
shall only be cast to a floating type which is narrower
or of the same size.

10.5 (req) If the bitwise operators ~ and < < are applied to an 2
operand of underlying type unsigned char or unsigned
short, the result shall be immediately cast to the un-
derlying type of the operand.

10.6 (req) A “U" suffix shall be applied to all constants of unsi- 2
gned type.

19 [37)
Expressions (1)

12.1 (adv) Limited dependence should be placed on C's operator 3 A
precedence rules in expressions.

12.2 (req) The value of an expression shall be the same under 3
any order of evaluation that the standard permits.

12.3 (req) The sizeof operator shall not be used on expressions 3
that contain side effects.

12.4 (req) The right-hand operand of a logical && or || operator 3
shall not contain side effects.

12.5 (req) The operands of a logical && or || shall be primary- 3
expressions.

12.6 (adv) The operands of logical operators (&&, || and !) 3
should be effectively Boolean. Expressions that are
effectively Boolean should not be used as operands to
operators other than (&&, ||, |, =, ==, |=, and 7:).

21 [37]
Control statement expressions

13.1 (req) Assignment operators shall not be used in expressions 1
that yield a Boolean value.

13.2 (adv) Tests of a value against zero should be made explicit, 3
unless the operand is effectively Boolean.

13.3 (req) Floating-point expressions shall not be tested for 1
equality or inequality.

13.4 (req) The controlling expression of a for statement shall not 1
contain any objects of floating type.

13.5 (req) The three expressions of a for statement shall be con- 1
cerned only with loop control.

13.6 (req) Numeric variables being used within a for loop for 3
iteration counting shall not be modified in the body
of the loop.

13.7 (req) Boolean operations whose results are invariant shall 3
not be permitted.

23 [37]

10.2 (req) The value of an expression of floating type shall not 1
be implicitly converted to a different type if:
a) it is not a conversion to a wider
floating type, or
b) the expression is complex, or
c) the expression is a function argument,
or
d) the expression is a return expression.
18 [37]

Pointer type conversions

11.1 (req) Conversions shall not be performed between a pointer 1
to a function and any type other than an integral type.

11.2 (req) Conversions shall not be performed between a pointer 1
to object and any type other than an integral type,
another pointer to object type or a pointer to void.

11.3 (adv) A cast should not be performed between a pointer 1
type and an integral type.

11.4 (adv) A cast should not be performed between a pointer to 1
object type and a different pointer to object type.

11.5 (req) A cast shall not be performed that removes any const 1
or volatile qualification from the type addressed by a
pointer.

20 [37]
Expressions (I1)

12.7 (req) Bitwise operators shall not be applied to operands 2
whose underlying type is signed.

12.8 (req) The right-hand operand of a shift operator shall lie 3
between zero and one less than the width in bits of
the underlying type of the left-hand operand.

12.9 (req) The unary minus operator shall not be applied to an 2
expression whose underlying type is unsigned.

12.10 (req) The comma operator shall not be used. 1

12.11 (adv) Evaluation of constant unsigned integer expressions 3
should not lead to wrap-around.

12.12 (req) The underlying bit representations of floating-point 3
values shall not be used.

12.13 (adv) The increment (++) and decrement (=) operators 1
should not be mixed with other operators in an ex-
pression.

22 [37]
Control flow (1)
14.1 (req) There shall be no unreachable code. 3 -
14.2 (req)  All non-null statements shall either: 3
a) have at least one side effect however executed, or
b) cause control flow to change.

14.3 (req) Before preprocessing, a null statement shall only oc- 3
cur on a line by itself; it may be followed by a com-
ment provided that the first character following the
null statement is a white-space character.

14.4 (req) The goto statement shall not be used. 1

14.5 (req) The continue statement shall not be used. 1

5

14.6 (req) For any iteration statement there shall be at most one
break statement used for loop termination.
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Control flow (1)

Switch statements

15.1 (req)

15.2 (req)
15.3 (req)
15.4 (req)

15.5 (req)

A switch label shall only be used when the most
closely-enclosing compound statement is the body of
a switch statement.

An unconditional break statement shall terminate eve-
ry non-empty switch clause.

The final clause of a switch statement shall be the
default clause.

A switch expression shall not represent a value that is
effectively Boolean.

Every switch statement shall have at least one case
clause.

26 [37]
Functions (1)

16.8 (req) All exit paths from a function with non-void return 3
type shall have an explicit return statement with an
expression.

16.9 (req) A function identifier shall only be used with either a 1
preceding &, or with a parenthesised parameter list,
which may be empty.

16.10 (req) If a function returns error information, then that error 3

information shall be tested.

28 [37]
Structures and unions

18.1 (req) All structure or union types shall be complete at the 3
end of a translation unit.

18.2 (req) An object shall not be assigned to an overlapping ob- 3
ject.

18.3 (req) An area of memory shall not be reused for unrelated X
purposes.

18.4 (req) Unions shall not be used.

14.7 (req) A function shall have a single point of exit at the end 1
of the function.

14.8 (req) The statement forming the body of a switch, while, do 1
... while or for statement be a compound statement.

14.9 (req) An if (expression) construct shall be followed by a 1
compound statement. The else keyword shall be fol-
lowed by either a compound statement, or another if
statement.

14.10 (req) Allif ... else if constructs shall be terminated with an 1
else clause.
25 [37]
Functions (1)

16.1 (req) Functions shall not be defined with variable numbers 1
of arguments.

16.2 (req) Functions shall not call themselves, either directly or 3
indirectly.

16.3 (req) Identifiers shall be given for all of the parameters in a 1
function prototype declaration.

16.4 (req) The identifiers used in the declaration and definition 1
of a function shall be identical.

16.5 (req) Functions with no parameters shall be declared and 1
defined with the parameter list void.

16.6 (req) The number of arguments passed to a function shall 2
match the number of parameters.

16.7 (adv) A pointer parameter in a function prototype should 3
be declared as pointer to const if the pointer is not
used to modify the addressed object.
27 [37]
Pointers and arrays

17.1 (req) Pointer arithmetic shall only be applied to pointers 3
that address an array or array element.

17.2 (req) Pointer subtraction shall only be applied to pointers 3
that address elements of the same array.

17.3 (req) >, >=, <, <= shall not be applied to pointer types 3
except where they point to the same array.

17.4 (req) Array indexing shall be the only allowed form of poin- 3
ter arithmetic.

17.5 (adv) The declaration of objects should contain no more 1
than 2 levels of pointer indirection.

17.6 (req) The address of an object with automatic storage shall 3
not be assigned to another object that may persist
after the first object has ceased to exist.

29 [37]
Preprocessing directives (1)
19.1 (adv) #include statements in a file should only be preceded 3
by other preprocessor directives or comments.
19.2 (adv) Non-standard characters should not occur in header 3
file names in #include directives.

19.3 (req) The #include directive shall be followed by either a 3
<filename> or "filename" sequence.

19.4 (req) C macros shall only expand to a braced initialiser, a 3
constant, a string literal, a parenthesised expression, a
type qualifier, a storage class specifier, or a do-while-
zero construct.

19.5 (req) Macros shall not be #define'd or #undef'd within a X
block.

19.6 (req) #undef shall not be used. 2

19.7 (adv) A function should be used in preference to a function- 3
like macro.

19.8 (req) A function-like macro shall not be invoked without all 3

of its arguments.

31 [37]

30 [37]
Preprocessing directives (1)
19.9 (req) Arguments to a function-like macro shall not contain 3
tokens that look like preprocessing directives.

19.10 (req) In the definition of a function-like macro each instance 3
of a parameter shall be enclosed in parentheses unless
it is used as the operand of # or ##.

19.11 (req) All macro identifiers in preprocessor directives shall 3
be defined before use, except in #ifdef and #ifndef
preprocessor directives and the defined() operator.

19.12 (req) There shall be at most one occurrence of the # or ## 3
preprocessor operators in a single macro definition.

19.13 (adv) The # and #+# preprocessor operators should not be 3
used.

32 [37)




Preprocessing directives (l11)

Standard libraries (1)

19.14 (req) The defined preprocessor operator shall only be used 3
in one of the two standard forms.

19.15 (req) Precautions shall be taken in order to prevent the 3
contents of a header file being included twice.

19.16 (req) Preprocessing directives shall be syntactically mea- 3
ningful even when excluded by the preprocessor.

19.17 (req) All #else, #elif and #endif preprocessor directives 3
shall reside in the same file as the #if or #ifdef
directive to which they are related.

33 [37]
Standard libraries (1)
20.8 (req) The signal handling facilities of <signal.h> shall not 2
be used.
20.9 (req) The input/output library <stdio.h> shall not be used 2
in production code.

20.10 (req) The library functions atof, atoi and atol from library 2
<stdlib.h> shall not be used.

20.11 (req) The library functions abort, exit, getenv and system 2
from library <stdlib.h> shall not be used.

20.12 (req) The time handling functions of library <time.h> shall 2
not be used.

35 [37]

20.1 (req) Reserved identifiers, macros and functions in the stan- 3
dard library, shall not be defined, redefined or undefi-
ned.
20.2 (req) The names of standard library macros, objects and 3
functions shall not be reused.
20.3 (req) The validity of values passed to library functions shall 3
be checked.
20.4 (req) Dynamic heap memory allocation shall not be used. 2
20.5 (req) The error indicator errno shall not be used. 2
20.6 (req) The macro offsetof, in library <stddef.h>, shall not 2
be used.
20.7 (req) The setjmp macro and the longjmp function shall not 2
be used.
34 [37)
Run-time failures
21.1 (req) Minimisation of run-time failures shall be ensured by 3
the use of at least one of:
a) static analysis tools/techniques;
b) dynamic analysis tools/techniques;
c) explicit coding of checks to handle run-time faults.
36 [37]

MISRA-C in der Praxis

> Meiste Werkzeuge kommerziell

» Entwicklung eines MISRA-Priifwerkzeugs im Rahmen des
SAMS-Projektes

> Diplomarbeit Hennes Maertins (Juni 2010)

» Herausforderungen:

> Parser und erweiterte Typpriifung fir C

» Re-Implementierung des Praprozessors

> Einige Regeln sind unentscheidbar

> Dateiiibergreifende Regeln

» Implementierung:

» 20 KLoc Haskell, im Rahmen des SAMS-Werkzeugs (SVT)
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Verifikation von C-Programmen
Universitat Bremen, WS 2014/15

Lecture 05 (19.11.2013)

Statische Programmanalyse

Christoph Luth

Today: Static Program Analysis

» Analysis of run-time behavior of programs without
executing them (sometimes called static testing)
» Analysis is done for all possible runs of a program
(i.e. considering all possible inputs)
» Typical tasks
Does the variable x have a constant value ?
Is the value of the variable x always positive ?
Can the pointer p be null at a given program point ?
What are the possible values of the variable y ?
» These tasks can be used for verification (e.g. is there any
possible dereferencing of the null pointer), or for
optimisation when compiling.

Usage of Program Analysis

Optimising compilers

» Detection of sub-expressionsthat are evaluated multiple times
» Detection of unused local variables

» Pipeline optimisations

Program verification

» Search for runtime errors in programs

» Null pointer dereference

» Exceptionswhich are thrown and not caught

» Over/underflow of integers, rounding errors with floating point
numbers
» Runtime estimation (worst-caste executing time, wcet; Abs/nt tool)

Program Analysis: The Basic Problem

» Basic Problem:
All interesting program properties are undecidable.

» Given a property P and a program p, wesay p = PifaP
holds for p. An algorithm (tool) ¢ which decides P is a
computable predicate ¢:p — Bool. We say:

¢ is sound if whenever ¢(p) thenp = P.
¢ is safe (or complete) if whenever p = P then ¢(p).

» From the basic problem it follows that there are no

sound and safe tools for interesting properties.

In other words, all tools must either under- or
overapproximate.

Program Analysis: Approximation

» Underapproximation only finds correct
programs but may miss out some

Useful in optimising compilers

Optimisation must respect semantics c ot
P omputable
of program, but may optimise.
» Overapproximation finds all errors but
may find non-errors (false positives)
Useful in verification. Correct Errors
Safety analysis must find all errors,
but may report some more. —_—
Too high rate of false positives may Underapproximation
hinder acceptance of tool.
—

Overapproximation

Program Analysis Approach

» Provides approximate answers
yes / no / don't know or
superset or subset of values

» Uses an abstraction of program’s behavior
Abstract data values (e.g. sign abstraction)

Summarization of information from
execution paths e.g. branches of the if-else statement

» Worst-case assumptions about environment’s behavior
e.g. any value of a method parameter is possible
» Sufficient precision with good performance

Flow Sensitivity

Flow-sensitive analysis
» Considers program's flow of control

» Uses control-flow graph as a representation of the
source

» Example: available expressions analysis

Flow-insensitive analysis

» Program is seen as an unordered collection of
statements

» Results are valid for any order of statements
e.g. S1,;52vs. 52, S1

» Example: type analysis (inference)

Context Sensitivity

Context-sensitive analysis

» Stack of procedure invocations and return values of
method parameters
then results of analysis of the method M depend on the
caller of M

Context-insensitive analysis

» Produces the same results for all possible invocations of
M independent of possible callers and parameter values




Intra- vs. Inter-procedural Analysis

Intra-procedural analysis
» Single function is analyzed in isolation

» Maximally pessimistic assumptions about parameter
values and results of procedure calls

Inter-procedural analysis
» Whole program is analyzed at once
» Procedure calls are considered

Data-Flow Analysis

Focus on questionsrelated to values of variables and their lifetime

Selected analyses:
» Available expressions (forward analysis)
= Which expressions have been computed already without
change of the occurring variables (optimization)?
» Reaching definitions (forward analysis)

= Which assignments contribute to a state in a program point?
(verification)

» Very busy expressions (backward analysis)

= Which expressions are executed in a block regardless which
path the program takes (verification)?

» Live variables (backward analysis)

= Isthevalue of a variablein a program point used in a later part
of the program (optimization)?

A Very Simple Programming Language

» In the following, we use a very simple language with
= Arithmetic operators given by
a s=x|n]|ay op, ay
with x a variable, n a numeral, op,arith. op. (e.g. +, -, *)
= Boolean operators given by
b := true | false |[not b | byop,, b,| a,0p, a,
with op, boolean operator (e.g. and, or) and op, a
relational operator (e.g. =, <)
= Statements given by
S u=
[x == a]' | [skip]" | S1; S; | if [b]'then Syelse S, | while [b]'do S
» An Example Program:

[x :=a+b]";
[y = a'bP
while [y > a+b]® do ( [a:=a+1]*; [x:= a+b]® )

The Control Flow Graph

» We define some functions on the abstract syntax:
= The initial label (entry point) init: S — Lab
= The final labels (exit points) final: S - P(Lab)
= The elementary blocks block: S —» P(Blocks)
where an elementary block is
» anassignment[x:= a],
» or [skip],
» oratest[b]
= The control flow flow:S —» P(Lab X Lab) and reverse
control flowR:§ » P(Lab x Lab).
» The control flow graph of a program S is given by
= elementary blocks block(S) as nodes, and
= flow(S) as vertices.

Labels, Blocks, Flows: Definitions

final([x:=a]')={/}

final( [skip]') = {/}

final( Sy; S;) = final( Sy)

final(if [b]' then S, else S,) = final( S;) U final( S,)
final(while [b]' do S) ={/}

init([x :=a]') =1

init( [skip]') =/

init( Sy; Sy) = init( S;)

init(if [b] then S, else S,) =/
init(while [b]’ do S) =1/

flow([x :=a]') =0
flow( [skip]') = 0
flow( Sy; S,) = flow(S;) U flow(S,) U {( 1, init(S,)) | / € final(Sy)}

flow(if [b]' then S, else S,) = flow(S;) U flow(S,) U { (1, init(S,), ( /, init(S,) }
flow( while [b]' do S) = flow(S) U { ( /, init(S)} U{( /", /) | I'€ final(S) }

flowR(S) = {(/", )| (1, I') € flow(S)}

blocks( [x :=a]') = {[x:=a] }
blocks( [skip]') = { [skip]'}
blocks( Sy; S;) = blocks( S,) U blocks( S,)
blocks(if [b]'then S; else S,)

={[b]'} U blocks(S;) U blocks( S,)
blocks( while [b]' do S) ={[b]'} U blocks( S)

labels(S) = { /| [B]'c blocks(S)}

FV(a) = free variables in a

Aexp(S) = nontrivial
subexpressions of S

Another Example

P = [x:=a+b]’; [y := a*b]?; while [y > a+b]® do ( [a:=a+1]%; [x:= a+b]°)

init(P) =1 X:=a+b
final(P) = {3}
blocks(P) =

{[x:=a+b]", [y = a*b]? [y > a+b]3, [ai=a+1]4, [x:= a+b] } y:=a* b2

flow(P) = {(1, 2), (2, 3), (3, 4), (4, 5), (5, 3)}

flowR(P) ={(2, 1), (3, 2), (4, 3), (5, 4), (3, 5)}
labels(P) ={1,2,3,4,5) y>a+b —
FV(a +b) = {a, b} lyes
a=a+1
x:=a+b °
L

Available Expression Analysis

» The avaiable expression analysis will s .
determine: X:=a+b
For each program point, which yi=ath

expressions must have already been
computed, and not later modified, on
all paths to this program point.

Available Expression Analysis

gen([x:=a]') ={a' € Aexp(a) | xeFV(a') } S:

gen( [skip)') =0 1
gen( [bl') = Aexp(b) p=azb
kill( [x :=a]' ) ={ a' € Aexp(S) | x € FV(a’) }

kill( [skip]') = 0

kill( [b]') = 0 y:=a*b

AE ()= 0 ,ifl € init(S) and

AE(1)= N{AE. (I')| (I"]) € flow(S) } , otherwise
AEq, (1) =(AE;,(/)\Kill(B") ) Ugen(B') where B’ € blocks(S) y>a+b —
/ Kill(r) gen(/) / AE;, AE, lyes
1 1 a:=a+1 ¢
2 2
3 3 l
4
4
5 5 x:=a+b ®
L




Available Expression Analysis

Reaching Definitions Analysis

=aly={ o . . . . X S:
3222 {:k;}’}’)):‘@{ a' € Aexp(a) | xeFV(@) } s: : » Reaching definitions (assignment) !
gen([b]') = Aexp(b) x:=a+b analysis determines if: x:=5
kill( [x :=a]') = { @' € Aexp(S) | x € FV(a') } l l
Kill( [skip]') = 0 5 : = a7l 2
Kill{ [ol') = 0 y=a‘b An assignment of the form [x := a] yi=1
AE(1)= 0 il initS) and may rea'ch a certain program point k
AEin(1)= N{AEqyq (I°)| (I 1) € flow(S) } , otherwise no if there is an execution of the o
ABou (1) = (AER(1)\Kill(B') ) U gen(B') where B' € blocks(S) y>a+th — program where x was last assigned a o1
value at | when the program point k
| Kill(7) gen(/) I AE, AE, yes is reached lyes
1 0 {a+b} 1 0 {a+b} a:=a+1 4 yi=x*y 4
2 0 {a*b} 2 {a+b} {a+b, a*b}
3 0 {a+b} 3 {a+b} {a+b} l l
4 {atb, a*b, a+1} 0 4 {a+b} 0
5 0 a+h) S 0 {a+b} x:=a+b ° x:=x-1°
L L
Reaching Definitions Analysis Reaching Definitions Analysis
gen([x:=al') = { (x, )} I Kill(B) gen(B) S gen([x:=al')={ (x, )} I Kill(B) gen(B)) S:
gen( [skip)') =0 1T {x?), x)X5E)} {1} 1 gen([skip]') = 0 1T {x?), X5 {(x 1) T
gen([b]') =0 2 {y?), (12).(v.4) (v, 2) x:=5 gen([b]')=0 2 {7, (1:2).(v.4)} v 2)} x:=5
3 0 0 l 3 0 0 l
: Sy = 4 {?) (12).(v.4)} {(v. 4)} ; Ny = 4 {2 (2).(v.4)} v, 4}
Kill( [skip]') = 0 kill( [skip]') = 0
Kill( [b') = 0 5 {(x?), (x,1).(x,5)} {(x, 5% yi=1 2 Kill( [b]') = 0 5 {(x?2). (x1).(x.5)} {(x. 5)} y=1 2

kill([x:=a]') = {(x, 2) }U{(x,

k) | Bkis an assignmentto x in S }

kill( [x :=a]') ={ (x, ?) } U{ (x, k) | B¥is an assignmentto xin S}

RD,(/)={(x, ?) | xe FV(S)} ,if | € init(S) and RD;(/)={(x, ?) | xe FV(S)} ,if I € init(S) and
RD( /)= U{RDoy (/)] (/% 1) € flow(S)} , otherwise x> 1 3_) RD;( /)= U{RDoy (/)| (/' ]) € flow(S)} , otherwise > 1 3_)
RDoy (1) =( RDy( /) \Kill(B') ) U gen(B') where B’ € blocks(S) RDoy (1) =( RD;( /) \Kill(B") ) U gen(B') where B € blocks(S)

lyes lyes

/ RD;, RDoy Z I RD;, RDu .

1 y=x"y 1 {x2), 12 (1), 1.7 yExty

2 2 {x1), (v.?)} {x1), (v.2)}

3 l 3 {(x.1), (x5). (v.2), (v,4)} {(x1), (x.5), (v,2), (v.4)} l

4 5 4 {(x.1), (x.5), (v.2), (v.4)} {(x.1), (x.5).(y4)} 3

5 x:=x-1 5 {(x,1), (x.5).(v.4)} {(x.5).(y.4)} x:=x-1

L1 L 1

Live Variables Analysis Live Variables Analysis

. =gl )= . .

» A variable x is live at some program S: . g::ﬁ Ek.ip?/])): @Fv(a) t!”( [xl(:;a,]’ )_=@(x) S: ;
point (label ) if there exists if there x:=2 gen([b]') = FV(b) k:IIE {E],';)]:)@' x:=2
exists a path from | to an exit point that l . Wou(1)= 0 , it/ < final(S) and l .
does not change the variable. y:=4 Wou( 1) = U{LViy ()| (I 1) € flowR(S) } , otherwise y:=4

» Live Variables Analysis determines: l LVin (1) = (WVou( 1)\ Kill(B') ) U gen(8') where B < blocks(S) l

x:=19 x:=13
For each program point, which l l
variables may be live at the exit oy X ! Kill( gen(l) ! WV, Wout oy
from that point. Y 1 1 s
yes, no 2 2 yes 0o
3
z=y°® Z:=y’*y6 i 4 z:=y ° Zi=y*y6
» Application: dead code elemination. \/ , Z Z \/ ;
X=z 7 7 X=z
Live Variables Analysis First Generalized Schema
gen([x :fa}/)= FV(a) Kill( [x :=a]' ) = {x} S: » Analyse.(/)= EV ,if/ € E and
gen([skip)') = 0 kill( [skip]') = 0 1 N :
gen([b]') = FV(b) Kill( b)) = 0 X:=2 » Analyse.(/) = LI{Analyse, (/") | (,]) € Flow(S)}, otherwise
Wou( 1) = 0 , if/ € final(S) and ! 3 » Analyse, (/)= f;(Analyse.(/))
Wou( 1) = ULV (1) (1% 1) € flowR(S) } , otherwise y:=4
LVin (1) = ( LVou( /) \Kill(B") ) U gen(B') where B’ € blocks(S) l .
With:
x:=13 » Lis eitherUorN
l » EVis theinitial/ final analysis information
/ Kill(/) gen()) I Vi, LVout oy 4 » Flow is either flow or flowR
1 {x 0 1 0 0 os y » E is either {init(S)} or final(S)
g %g g g (3) ()fy)y) y . L » f, is the transfer function associated with B/ € blocks(S)
= z:=y*
‘; (ﬁ} ()Z’y;,} ‘; ()Z’y{} ?Z'; z y\i/y ! Backward analysis: F = flowR, e =IN,.=0UT
s ﬁ gyz 6 v} ((? 7 Forward analysis: F = flow, e = OUT, .= IN
X Z) 7 {z} .

x

1
N




Partial Order

»L=(M, C)is a partial order iff
Reflexivity: ¥ x € M. x E x /

Transitivity: VXy,z€e M. XEyAyEzZ=XxE2Z \/
Anti-symmetry: Vxy € MM XEYAYyEX=>Xx=y

»LetL=(M, =)be a partial order, Sc M.
y € Mis upper bound for S(SEy)iff YxeS.xEy
y € Mis lower bound for S(yES) iff ¥ x e S.yE x T
Least upper bound UX € Mof X € M :

XEUXAVYyeM:XEYy= UXEY
Greatest lower bound NX € M of X € M: / \

NMXEXAVYyeM:yEX=>yC X \/

Lattice

A lattice (“Verbund"”) is a partial order L = (M, E) such that

» LX and nX exist for all X< M
» Unique greatest element T = UM = no
» Unique least element L = MM = L@

Transfer Functions

» Transfer functions to propagate information along the execution
path
(i.e. from input to output, or vice versa)

» Let L= (M, E) be a lattice. Set F of transfer functions of the form
f;: L —» L with/beinga label

» Knowledge transfer is monotone
Vxy. xEy=fi(x)Ef(y)

» Space F of transfer functions
F containsall transfer functionsf;
F containstheidentity functionid, i.e. ¥V x € M. id(x)=x
F is closed under composition,i.e.V f,ge F. (f° g)e F

The Generalized Analysis

» Analyse.(/) = LI{Analyse, (/) | (/') € Flow(S)} Ll /g
with J/g=EV if /€ E and
Je=L1 otherwise
» Analyse, (/)= f,( Analyse.(/))

With:

» L property space representing data flow information with
(L, U ) being a lattice

» Flow is a finite flow (i.e. flow or flowR)

» EVis an extremal value for the extremal labels E (i.e. {init(S)}or
final(S))

» transfer functionsf, of a space of transfer functions F

Summary

» Static Program Analysis is the analysis of run-time
behavior of programs without executing them
(sometimes called static testing).

» Approximations of program behaviours by analyzing the
program'’s cfg.

» Analysis include

available expressions analysis,
reaching definitions,
live variables analysis.
» These are instances of a more general framework.
» These techniques are used commercially, e.g.
AbslInt aiT (WCET)
Astrée Static Analyzer (C program safety)




Verifikation von C-Programmen

Vorlesung 6 vom 04.12.2014: Abstract Interpretation

Christoph Lith
Universitat Bremen

Wintersemester 2014 /15

11.12.2014 108

Galois-Connections

Let L, M be lattices and

a:L—-M
y:M—=L

with a,y monotone, then (L, a,y, M) is a Galois connection if

vy-ad A (1)
a-yCAm.m (2)

2[8

Example of a Galois Connection

L=(P(z),9)
M = (Interval, C)
vzi([a,b]) ={z€Z|a<z<b}
L Z=10

az(Z) = [infZ),sup(Z)]  otherwise

Constructing Galois Connections

Let (L, a, B, M) be a Galois connection, and S be a set. Then
(i) S—= L, S — M are lattices with functions ordered pointwise:

fCg «— VsfsCgs

(i) (§—=L,o/,4',S — M) is a Galois connection with

418

3 8]
Generalised Monotone Framework
A Generalised Monotone Framework is given by
> a lattice L= (L,C)
> a finite flow F C Lab x Lab
> a finite set of extremal labels E C Lab
> an extremal label ¢ € Lab
> mappings f from lab(F) to L x L and lab(E) to L
This gives a set of constraints
AN I LA [ ) € Frueg ®3)
A1) 2 f(As(1)) (4)
5 [8]

Correctness

Let R be a correctness relation R C V x L, and (L, o, y, M) be a Galois
connection, then we can construct a correctness relation S C V x M by

vSm<+— vR~y(m)

On the other hand, if B, M is a Generalised Monotone Framework, and
(L, a,7y, M) is a Galois connection, then a solution to the constraints BE
is a solution to AE.

This means: we can transfer the correctness problem from L to M and
solve it there.

68

An Example

The analysis SS is given by the lattice P(State), C and given a
statement S,:

> flow(S,)
> extremal labels are E = {init(S,)}
> the transfer functions (for £ C State):

25(2) = {olx — Alalo] | o € T} if [x := a]' is in S.
5(X) =% if [skip]’ is in S.
P5(X)=x if [b]' isin S,

Now use the Galois connection (P(State), az;, 7z, Interval) to
construct a monotone framework with (/nterval, C), with in particular

g,’s(o) =o[x = [i,j]] if [x:=a]' in S, and [i,j] = az(A[a](vzi(o)))

What’s Missing?

» Fixpoints: Widening and narrowing.

88
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Idea

» What does this compute? P = N!

» How can we prove this?

v

Inuitively, we argue about which
value variables have at certain
points in the program.

» Thus, to prove properties of
imperative programs like this, we
need a formalism where we can
formalise assertions of the
program properties at certain
points in the exection, and which
tells us how these assertions
change with program execution.

2 [24]

Floyd-Hoare-Logic

» Floyd-Hoare-Logic consists of a set of rules to derive valid assertions
about programs. The assertions are denoted in the form of
Floyd-Hoare-Triples.

The logical language has both logical variables (which do not change),
and program variables (the value of which changes with program
execution).

v

» Floyd-Hoare-Logic has one basic principle and one basic trick.

v

The principle is to abstract from the program state into the logical
language; in particular, assignment is mapped to substitution.

v

The trick is dealing with iteration: iteration corresponds to induction in
the logic, and thus is handled with an inductive proof. The trick here is
that in most cases we need to strengthen our assertion to obtain an
invariant.

3[24]

A Small Imperative Language

v

Arithmetic Expressions (AExp)
az=N|Loc|ai+a|a—a|axa

with variables Loc, numerals N

> Boolean Expressions (BExp)

b:=true|false | ay =a| a1 <ax |- b|biAb2| b1V b

> Statements (Com)

¢ = skip | Loc := AExp | if b then ¢ else ¢
| while b do c| ¢ | {c}

4 [24]

Semantics of the Small Language

» The semantics of an imperative language is state transition: the
program has an ambient state, and changes it by assigning values to
certain locations

» Concrete example: execution starting with N =3

P|? Pl1 Pl1 Pl
C|?7|~|C|?|[~|C|1l|~|C|1|~...
N |3 N |3 N |3 N

20T
~

Semantics in a nutshell
> Expressions evaluate to values Val(in our case, integers)
» A program state maps locations to values: ¥ = Loc — Val

> A programs maps an initial state to possibly a final state (if it
terminates)

» Assertions are predicates over program states.

5 [24]

Floyd-Hoare-Triples

Partial Correctness (= {P} c{Q})

c is partial correct with precondition P and postcondition @ if:
for all states o which satisfy P

if the execution of ¢ on o terminates in ¢’

then o’ satisfies Q

Total Correctness (= [P] ¢ [Q])

c is total correct with precondition P and postcondition Q if:
for all states o which satisfy P

the execution of ¢ on o terminates in o’

and o satisfies Q

» = {true} while true do skip {false} holds

> = [true] while true do skip [false] does not hold

6 [24]

Assertion Language

» Extension of AExp and BExp by
vi=n,m,p,q,kluv,xy,z

LY
by = by, ¥v. b, 3v. b

> logical variables Var
> defined functions and predicates on Aexp

> implication, quantification
> Aexpv

az= N|lLoc|ai+a|ai—a|a xa|Var|f(e,... e

» Bexpv

b= true|false|ai=ax|a1 <a|-b|biAb2| b1V b
|b1:>b2‘p(el,“wen)‘VVAb‘Hva

7 [24]

Rules of Floyd-Hoare-Logic

v

The Floyd-Hoare logic allows us to derive assertions of the form

F{Pte{@}

v

The calculus of Floyd-Hoare logic consists of six rules of the form

F{Pi}c{@}...F{Pn}cn{Qn}
F{P}c{Q}

> This means we can derive - {P} ¢ {Q} if we can derive - {P;} ¢; {Qi}

> There is one rule for each construction of the language.

8 [24]




Rules of Floyd-Hoare Logic: Assignment

- {Ble/X]} X = e{B}

> An assigment X:=e changes the state such that at location X we now
have the value of expression e. Thus, in the state before the
assignment, instead of X we must refer to e.

» It is quite natural to think that this rule should be the other way
around.

» Examples:

X = 10; {X <9+ X+1<10}
{0 <10 +— (X < 10)[X/0]} X = X+ 1

X :=0 {X <10}

{X <10}

9 [24]

Rules of Floyd-Hoare Logic: Conditional and
Sequencing

F{AAb}{B} F{AA-b}c{B}
F {A} if b then ¢ else c; {B} J

> In the precondition of the positive branch, the condition b holds,
whereas in the negative branch the negation —b holds.

» Both branches must end in the same postcondition.

F{Alo{B} F{Bta{C}
I {A} Co; C1 {C}

» We need an intermediate state predicate B.

10 [24]

Rules of Floyd-Hoare Logic: Iteration

F{AA b} c{A}
I {A} while b doc{AA b}

v

Iteration corresponds to induction. Recall that in (natural) induction
we have to show the same property P holds for 0, and continues to
hold: if it holds for n, then it also holds for n+ 1.

v

Analogously, here we need an invariant A which has to hold both
before and after the body (but not necessarily in between).

> In the precondition of the body, we can assume the loop condition
holds.

» The precondition of the iteration is simply the invariant A, and the
postcondition of the iteration is A and the negation of the loop
condition.

11 [24]

Rules of Floyd-Hoare Logic: Weakening

A—A F{Alc{B} B—B
F{A}c{B} J

> = {A} c {B} means that whenever we start in a state where A holds,
c ends! in state where B holds.

» Further, for two sets of states, P C Q iff P — Q.

» We can restrict the set Ato A’ (A’ C Aor A — A) and we can
enlarge the set B to B' (B C B’ or B— B’), and obtain
E{A}c{B'}.

!If end it does.

12 [24]

Overview: Rules of Floyd-Hoare-Logic

F {A} skip {A} F {Ble/X]} X = e {B}

F{AANb}w{B} F{AA-b}a{B}
F {A} if b then ¢ else c; {B}

F{AAb}c{A} F{Ato{B} F{B}a{C}
F {A} while b doc{AA b} F{A}c;a{C}

A—A F{Alc{B} B—FB
F{A}c{B}

13 [24]

Properties of Hoare-Logic

Soundness
If = {P} c{Q}, then = {P} c{Q} J

» If we derive a correctness assertion, it holds.
» This is shown by defining a formal semantics for the programming

language, and showing that all rules are correct wrt. to that semantics.

Relative Completeness
If = {P} c{Q}, then - {P} c {Q} except for the weakening conditions. J

» Failure to derive a correctness assertion is always due to a failure to
prove some logical statements (in the weakening).

» First-order logic itself is incomplete, so this result is as good as we can
get.

14 [24]

A Hatful of Examples

{i=YAY >0} {0<
X = 1; T:=
while = (Y = 0) do { S:=
Y = Y-1; |:=
X = 2xX whil
T
S
|

\
_‘
A

=5
|

T

AB >0} (Il <=ANA<(I+1)x(I+1)}
0;
A-(BxQ);
B < Rdo {
Q+1;
A-(BxQ)

-

{A=B+Q+RAR< B}

15 [24]

Completeness of the Floyd-Hoare Calculus

Relative Completeness
If = {P}c{Q}, then - {P} c{Q} except for the weakening conditions. J

» To show this, one constructs a so-called weakest precondition.

Weakest Precondition

Given a program c and an assertion P, the weakest precondition is an
assertion W which

1. is a valid precondition: = {W} c {P}
2. and is the weakest such: if = {Q} c {P}, then W — Q.

» Question: is the weakest precondition unique?
Only up to logical equivalence: if Wj and W, are weakest
preconditions, then Wy «+— Wh.

16 [24]




Constructing the Weakest Precondition

» Consider the following simple program and its verification:
{X=xAY =y}

«—
{Y=yAX=x}
Z:=Y;
{Z=yAX=x}
Y:= X;
{Z=yANY =x}
Xi= Z;

{X=yANY =x}

> The idea is to construct the weakest precondition inductively.

17 [24]

Verfication Conditions: Annotated Programs

» |dea: invariants specified in the program by annotations.

> Arithmetic and Boolean Expressions (AExp, BExp) remain as they
are.

> Annotated Statements (ACom)

¢ ==skip | Loc := AExp | assert P |if b then ¢ else ¢
| while binv / do c|c;¢ | {c}

Constructing the Weakest Precondition

> There are four straightforward cases:

1%

P

Ple/X]

4 wp(co, wp(c1, P))

(b Awp(co, P)) V (=b Awp(cy, P))

wp(skip, P)

wp(X := e, P)

wp(co; c1, P)

wp(if b then ¢ else ¢, P)

s g I

o
&
2

» The complicated one is iteration. This is not surprising, because
iteration gives us computational power (and makes our language
Turing-complete). It can be given recursively:

wp(while b do ¢, P)Z (~b A P)V (b A wp(c,wp(while b doc, P)))

A closed formula can be given using Turing's [3-predicate, but it is
unwieldy to write down.

» Hence, wp(c, P) is not an effective way to prove correctness.

18 [24]

19 [24]

Calculuation Verification Conditions

> For an annotated statement ¢ € ACom and an assertion P (the
postcondition), we calculuate a set of verification conditions vc(c, P)
and a precondition pre(c, P).

> The precondition is an auxiliary definition — it is mainly needed to
compute the verification conditions.

> If we can prove the verification conditions, then pre(c, P) is a proper
precondition, i.e. = {pre(c, P)} c{P}.

20 [24]

Calculating Verification Conditions

pre(sklp, & op
pre(X :=e, P & Ple/X]
def

pre(co, pre(ct, P))

&
2

pre(if b then ¢ else ¢, P

&
g

Q
/

pre(assert Q, P
pre(while b inv / do c, P

I1g

P)
)
pre(co, 1, P)
)
)
)

vc(skip, P) £ 0
ve(X =e,P) £ 0
ve(co; 1, P) ve(co, pre(cr, P)) U ve(er, P)
vc(if b then ¢ else ¢;,P) = ()
ve(assert Q,P) £ {Q — P}
vc(while b inv | do c, P) ve(e, ) U{IAb— pre(c, )}
U{IA—b—s P}

(b A pre(co, P)) V (—b A pre(ct, P))

21 [24]

Correctness of the VC Calculus

Correctness of the VC Calculus

For an annotated program c and an assertion P, let
ve(e, P) ={P1,...,Py}. If PLA ... APy, then |= {pre(c, P)} c {P}.

» Proof: By induction on c.

22 [24]

Example: Faculty

Let Fac be the annotated faculty program:

{0< N}
P :=1;
C:=1;

while C < N inv {P=(C—-1)!AC—-1<N} do {
P C;
C

P x
C+1
}

{P=N'}

vc(Fac) =
{0<SN-—51=0A0<N,

P=(C—1)IANC-1<NAC<N—PxC=CACZN,

P=(C-1)IAC-1<NA-(C<N)—P=NI}

23 [24]

Floyd-Hoare Logic and VCGen for C

The C language is much more complicated than IMP. It has structures,
pointers, procedures, and many more operations. But what precisely
makes things hard about C?

1. In Hoare-logic, assignment is modelled by substitution of symbols. In
C, the state is not symbolic: pointers refer to other locations, so we
need a sophisticated state model.

2. The state is ambient: all formulae occuring as VCs or
pre/postconditions are state-dependent. This means, backwards
calculations (in particular, the assignment rule) are not feasible.

3. To make verification scalable, we need to make it compositional — i.e.
one function at a time. This means we have to able to restrict a
functions effect on the (global) state (this is called framing).

24 [24]
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